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Adapted from Patient Privacy Notice Version 1.1 Privacy Unit; May 2018. Reviewed; April 2020, July 2020 and July 2024

For the purpose of applicable data protection legislation (including but not limited to the General
Data Protection Regulation (Regulation (EU) 2016/679) (the "GDPR"), superseded and now known as
“UK GDPR”and the Data Protection Act 2018. University Hospitals of Leicester NHS Trust is a
registered “Data Controller”, Information Commissioner Office (ICO) registration number Z7882087.
We collect and process personal information about you as a learner. This notice explains how we use
and share your information. Information may be collected in the following formats - paper, online,
telephone, email, CCTV or by a member of our staff, or one of our partners.

We will continually review and update this privacy notice to reflect changes in our services and
feedback from service users, as well as to comply with changes in the law. When such changes occur,
we will revise the “last updated” date as documented in the version control section.

This Notice explains:
e  Who we are, how we use your information and who our Data Protection Officer (DPO) is
e  What kinds of personal information about you we process
e  What the legal grounds for our processing of your personal information are (including when
we share it with others)
e  What you should do if your personal information changes
e How long do we retain your personal information?
e  What your rights under data protection law are

Why we collect information about you
We need information about you so that we can give you the best possible service. When you
encounter the training service provided at University Hospitals of Leicester NHS Trust, you will be
asked to provide details about yourself. This information will help us provide the following:
e  Deliver high quality teaching and learning services
e  Confirm your identity to ensure that we have accurate, up to date information to provide the
best possible learning solutions for you.
e Support the provision of joined up services that meet your education needs.
e  Plan, manage and work out what support services are needed where and when
e Enable the hospital to be paid for your education through the apprenticeship levy or your
employer
e  Support audits of NHS, OFSTED, ESFA or partner services and accounts
e  Contribute to national NHS statistics.

We may not be able to provide you with a service unless we have enough information about you.

For processing to be lawful under the General Data Protection Regulation (GDPR) we need to
identify a legal basis before we can process personal data. These are often referred to as the ‘lawful
basis for processing’. The identified legal basis for University Hospitals of Leicester NHS Trust to
process data is:

‘6(1)(e) — Processing is necessary for the performance of a task carried out in the public interest or in
the exercise of official authority vested in the controller.’
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What information we collect about you

What are the different types of data?

According to the General Data Protection Regulation, personal data means any information relating
to an identified or identifiable natural person. An identifiable person may be someone who can be
identified directly or indirectly.

Sensitive Personal Data relates to information concerning a data subject’s racial or ethnic origin,
political opinions, religious beliefs, trade union activities, physical or mental health, sexual life or
details of criminal offences.

Pseudonymised data takes the most identifying fields within a database and replaces them with
artificial identifiers or pseudonyms. For example, a name is replaced with a unique number.
Pseudonymised data is not the same as anonymised data. When data has been pseudonymised it
still retains a level of details in the replaced data that should allow tracking back of the data to its
original state.

Anonymisation is the process of turning data into a form which does not identify individuals and
where identification is not likely to take place. This allows for a much wider use of the information as
it changes it from personal data to statistical data. Where possible, University Hospitals of Leicester
NHS Trust uses and shares anonymised data instead of identifiable data to protect the confidentiality
of the subjects involved while still being able to plan services.

What we collect and why we use it:

Personal demographic details including your name, address, date of birth, and phone number for:

e |dentifying you, to ensure we have the right person

e Planning our services in the local area

e  To contact you regarding evaluation, next step learning and feedback via email (you can opt
out of this if you like by contacting us, following opt out instructions in the message or
informing staff when you attend the Centre). We are obliged to collect feedback to support
the development of learners and we share this feedback nationally but all details that
identify you are removed before sharing.

Sensitive information: health data and diagnostic data for:

e This information is taken so that we can offer you the best learning experience available and
tailor it to your needs. It is kept securely and only those with a need to see it are allowed
access.

e We may share anonymised information regarding your health with other agencies and
organisations. This work is completed in accordance with Data Protection law.

Closed Circuit Television (CCTV) /surveillance

We have installed CCTV systems in some of our premises that are used by members of the public, for
the purposes of public and staff safety and crime prevention and detection. CCTV is also installed on
the outside of some of our buildings for the purposes of monitoring building security and crime
prevention and detection.

Images captured by CCTV will not be kept for longer than necessary. However, on occasions there
may be a need to keep images for longer, or the use of covert cameras for a short duration for
example where a crime is being investigated. We operate CCTV and disclose to relevant agencies,
such as the Police, in accordance with the codes of practice and safeguards issued by the
Information Commissioner.
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How long will we store your information?

We are required under UK law to keep your information and data for the full retention periods as
specified by the NHS Records Management Code of Practice for Health and Social Care and national
archives requirements. More information on records retention can be found online at
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-

information-governance/codes-of-practice-for-handling-information-in-health-and-care/records-
management-code-of-practice-for-health-and-social-care-2016

Why we collect information about ethnicity

Every NHS training provider organisation must collect information on the ethnic origins of its
learners. You will be asked to select the group which best describes the ethnic group you belong to.
We only use it to make sure our services meet the needs of all members of the community. You
don’t have to give us information about your ethnic origin if you do not want to.

How we use your information
We will use the information you provide in a manner that conforms to the General Data Protection
Regulation and which is supported by the Data Protection Act 2018. We will endeavour to keep your
information accurate and up to date and not keep it for longer than is necessary.
We will process your information for the following purposes:
e  Staff teaching and assessing you have accurate and up to date information to help them
decide the best possible training pathway and progression milestones for you
e  We can contact you in relation to your current and future education and training needs
e Information is available should you need further support or guidance
e There is a good basis for looking back and assessing the type and quality of training and
education you have received
e Your concerns can be properly investigated should you need to complain

How your information is used for other purposes
In addition to supporting the care you receive; your information may also be used to help us:
e  Review the education service we provide to ensure it is of the highest standard
e  Teach and train health care professionals
e  Conduct audits to assess and improve the effectiveness of our services
e Investigate complaints, legal claims or untoward incidents
Make sure our services can meet learner needs in the future
Prepare statistics on NHS performance
e  Ensure services meet the needs of local communities
e Monitor the way public money and Apprenticeship levy is spent.

If you do not want certain information recorded or shared with others, please talk to the person in
charge of your learning. There are however some aspects of your education programme which we
are obliged to record.

Is any information transferred outside the European Economic Area
We do not transfer any personal information to countries outside the EEA.

How we protect your information

We understand the personal and sensitive nature of your information. In addition to the General
Data Protection Regulation (GDPR) and Data Protection Act 2018 (DPA18) everyone working for the
NHS is subject to the Common Law Duty of Confidence. Staff are required to protect your
information under the NHS Confidentiality Code of Conduct and must inform you how your
information will be used and allow you to decide if and how your information can be shared.
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We may use external companies to process personal information such as for archiving or destruction
of data. These organisations will be bound by contractual agreement to ensure information is kept
confidential and secure in compliance with the GDPR/DPA18.

Who else might see your information
You may be receiving education and development from other people as well as the NHS so we may
be required to share your information with them for example with:
e Other healthcare professionals e.g., doctors, nurses, ambulance services
e Partner organisations who contribute to your learning e.g., social services, care homes, other
NHS organisations
e  Other services e.g., OFSTED, ESFA, External Verifiers, Awarding Bodies, complaints, auditing,
research purposes etc. (anonymised/pseudonymised or your consent will be sought).

We may also need to share your information for other purposes for example with (please note this
list is not exhaustive):
e  Carers/guardians with parental responsibilities
e  Carers/guardians without parental responsibility (subject to explicit consent, unless data is
anonymous)
e Disclosure to NHS managers and the Department of Health for the purposes of planning,
commissioning, managing and auditing healthcare services
e Disclosure to bodies with statutory investigative powers — e.g., the Care Quality Commission,
the GMC, the Audit Commission, the Health Service Ombudsman
e Disclosure, where necessary and appropriate, to non-statutory investigations — e.g.,
Members of Parliament
e Disclosure, where necessary and appropriate, to government departments other than the
Department of Health
e Disclosure to solicitors, to the police, to the courts (including a Coroner's court), and to
tribunals and enquiries
e Disclosure to the media (the minimum necessary disclosure subject to explicit consent).

We may therefore need to share your information with these individuals to ensure the best possible
service is provided. We will only ever pass information about you if they have a genuine need for it,
on a need to know basis, if there is a court order, there is a statutory power to share data or we have
your consent. We will not disclose your information to a third party unless there are exceptional
circumstances, such as when the health and safety of others is at risk or if the law requires us to pass
on such information.

Information sharing in the NHS

Information sharing can help to improve the quality of service, but it must be governed by the legal
and ethical framework that protects the interests of service users. The Trust co-ordinates the sharing
of information through the use of official Information Sharing Agreements to ensure that data is
handled in accordance with the framework. This framework ensures that the responsibilities of the
owner of the data (Controller) and the party processing the data (Processor) are set out, what will
happen in the event of a confidentiality breach and who takes responsibility for this.
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Learner control of information

You may want to prevent confidential information about you from being shared or used for any
purpose other than providing your education. You have a right to opt-out of the NHS or other
organisations using your information. If you wish to do this please contact the Trust via the contact
details highlighted below:

Data Protection Officer (DPO)

Mr Saiful Choudhury

Contact DPO via direct line;

Email: infogov@uhl-tr.nhs.uk

Post: UHL

Privacy Unit

G60 - County Hall

Glenfield

Leicester

LE3 8RA We do however need to remind you that we may not be able to provide you with a service
or be able to undertake the appropriate education needed unless we have enough information
about you, or your permission to use that information.

Your rights

Correcting inaccurate information

We have a duty to ensure your information is accurate and up to date to make certain we have the
correct contact and details about you. If your information is not accurate and up-to-date, you can
ask us to correct the record. If we agree that the information is inaccurate or incomplete, it will be
corrected. If we do not agree that the information is inaccurate, we will ensure that a note is made
in the record of the point you have drawn to the organisation’s attention. If you wish to have any
inaccurate information altered, please email apprenticeships@uhl-tr.nhs.uk

Accessing your information held by University Hospitals of Leicester NHS Foundation Trust
You have the right to see or be given a copy of personal data held about you. To gain access to your
information you will need to make a Subject Access Request (SAR) to the Trust. Requests should be
addressed to the Trust’s Privacy Unit infogov@ubhl-tr.nhs.uk and we will aim to respond to your
request within one month from receipt of your request.

Freedom of Information Requests (FOI)

The Freedom of Information Act (2000) gives every Individual the right to request information held
by the Trust. Your request for information must be made in writing and you are entitled to a
response within 20 working days. For more details on submitting a Freedom of Information request
please click

http://www.leicestershospitals.nhs.uk/aboutus/freedom-of-information/

Your Data Matters
Further information is available at www.nhs.uk/your-nhs-data-matters

Complaints

Although we work hard to offer high standards of service, things can sometimes go wrong. Should
this happen, we will do all that we can to put things right for you and to make sure that the same
thing does not happen again. If you would like to know more information on complaints or wish to
make a complaint, please email apprenticeships@uhl-tr.nhs.uk for a copy of the Centre’s complaint
procedures.

V7 20240702


mailto:infogov@uhl-tr.nhs.uk
mailto:infogov@uhl-tr.nhs.uk
http://www.leicestershospitals.nhs.uk/aboutus/freedom-of-information/
http://www.nhs.uk/your-nhs-data-matters
mailto:apprenticeships@uhl-tr.nhs.uk

_\/—\ppremiceships University Hospitals
' of Leicester

NHS Trust

Should you have any concerns about how your information is to be used having read this Privacy
Notice, you wish to request the notice in another accessible format or if you do not wish your
information to be shared by University Hospitals of Leicester NHS Foundation Trust then please
contact the Trust here:
http://www.leicestershospitals.nhs.uk/patients/patient-welfare/patient-information-and-liaison-
service/ or email: pils@uhl-tr.nhs.uk

There may be circumstances where we are legally obliged to share your personal data with other
third parties, for reasons such as safeguarding purposes or a court order. In such cases you will not
be able to opt out of data sharing.

If you are not happy with our responses and have exhausted all the avenues in the University
Hospitals of Leicester NHS Trust’s process and wish to take your complaint to an independent body,
you can do this by contacting the Information Commissioner's Office. Contact details can be found
below.

Contact information and further advice

If you would like to know more about how we use your information, require information in any
accessible format or language or if (for any reason) you do not wish to have your information used in
any of the ways described, please contact:

Data Protection Officer (DPO) Deputy Head of Privacy
Mr Saiful Choudhury Hannah Rose

County Hall County Hall

Glenfield Glenfield
Leicestershire Leicestershire

LE3 8RA LE3 8RA

For independent advice about data protection, privacy and data-sharing issues you can contact the
Information Commissioner:

The Information Commissioner

Woycliffe House

Water Lane

Wilmslow

Cheshire

SK9 5AF

Telephone number 0845 306 060 or 01625 545 745

Website: www.ico.org.uk

ILR Privacy Notice 2025 to 2026 version 1: April 2025

This privacy notice is issued on behalf of the Secretary of State for the Department of Education
(DfE) to inform learners about the Individualised Learner Record (ILR) and how their personal
information is used in the ILR. Your personal information is used by the DfE to exercise our functions
under article 6(1)(e) of the UK GDPR and to meet our statutory responsibilities, including under the
Apprenticeships, Skills, Children and Learning Act 2009. Our lawful basis for using your special
category personal data is covered under Substantial Public Interest based in law (Article 9(2)(g)) of
UK GDPR legislation. This processing is under Section 54 of the Further and Higher Education Act
(1992).

The ILR collects data about learners and learning undertaken. Publicly funded colleges, training
organisations, local authorities, and employers (FE providers) must collect and return the data each
year under the terms of a funding agreement, contract or grant agreement. It helps ensure that
public money is being spent in line with government targets. It is also used for education, training,
employment, and well-being purposes, including research.
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We retain your ILR learner data for 20 years for operational purposes (e.g. to fund your learning and
to publish official statistics). Your personal data is then retained in our research databases until you
are aged 80 years so that it can be used for long-term research purposes. For more information
about the ILR and the data collected, please see the ILR specification

at https://www.gov.uk/government/collections/individualised-learner-record-ilr

ILR data is shared with third parties where it complies with DfE data sharing procedures and where
the law allows it. The DfE and the English European Social Fund (ESF) Managing Authority (or agents
acting on their behalf) may contact learners to carry out research and evaluation to inform the
effectiveness of training.

For more information about how your personal data is used and your individual rights, please see
the DfE Personal Information Charter ( https://www.gov.uk/government/organisations/department-
for-education/about/personal-information-charter ) and the DfE Privacy Notice

( https://www.gov.uk/government/publications/privacy-notice-for-key-stage-5-and-adult-
education))

If you would like to get in touch with us or request a copy of the personal information DfE holds
about you, you can contact the DfE in the following ways:
e Using our online contact
form https://form.education.gov.uk/service/Contact the Department for Education
e By telephoning the DfE Helpline on 0370 000 2288
e Orin writing to: Data Protection Officer, Department for Education (B2.28), 7 & 8 Wellington
Place, Wellington Street, Leeds, LS1 4AW

If you are unhappy with how we have used your personal data, you can complain to the Information
Commissioner’s Office (ICO) at:

Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF. You can also call their helpline on 0303
123 1113 or visit https://www.ico.org.uk

Other Privacy Notices you need to be aware of linked to your learning are:

Individual Learner https://guidance.submit-learner-data.service.gov.uk/24-

Record 25/ilr/ilrprivacynotice

Learning Record Service | https://www.gov.uk/government/publications/Irs-privacy-notices/Irs-
privacy-notice

Pearson End Point https://www.pearson.com/corporate/privacy-notice.html

Assessment

Leicester College https://leicestercollege.ac.uk/about/data-protection-2/website-privacy-
notice/

De Montfort University | https://www.dmu.ac.uk/policies/data-protection/data-protection.aspx

V7 20240702


https://www.gov.uk/government/collections/individualised-learner-record-ilr
https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/government/publications/privacy-notice-for-key-stage-5-and-adult-education
https://www.gov.uk/government/publications/privacy-notice-for-key-stage-5-and-adult-education
https://form.education.gov.uk/service/Contact_the_Department_for_Education
https://www.ico.org.uk/
https://guidance.submit-learner-data.service.gov.uk/24-25/ilr/ilrprivacynotice
https://guidance.submit-learner-data.service.gov.uk/24-25/ilr/ilrprivacynotice
https://www.gov.uk/government/publications/lrs-privacy-notices/lrs-privacy-notice
https://www.gov.uk/government/publications/lrs-privacy-notices/lrs-privacy-notice
https://www.pearson.com/corporate/privacy-notice.html
https://leicestercollege.ac.uk/about/data-protection-2/website-privacy-notice/
https://leicestercollege.ac.uk/about/data-protection-2/website-privacy-notice/
https://www.dmu.ac.uk/policies/data-protection/data-protection.aspx

